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Advanced Device Locks
for Nokia S60 3 edition phones

3250/6110/6290/5500/N71/N73/N75/N76/N77/NE0O/NIL/NI2/NI3/N95
JE50/E60/E61(i)/E62/E70/E65/E90

Version 1.00

USER MANUAL

The information contained in this guide is correct as of the time of its publishing (August 2006).

WebGate reserves the right to make changes to the user guide and services described therein.
Nokia is a trademark of Nokia Corporation.
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Configuring”Advanced Device Locks”

With Advanced Device Locks you can secure the important information and personal data you
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have in your phone by locking it. You can lock the device with a secure code up to 7 characters

“Locks” page (Screenshot #2) gives you the following
options:

At power on
o Always
Every time you turn on the device, it asks you for
a lock code.

e When SIM Changed
Turns on the lock if you have changed SIM card.

Automatic lock
Select to turn on the automatic lock. The device lock turns

on after the specified period of inactivity in minutes.

Protected applications
Select to turn on the protected applications lock. The
device lock turns on when you or someone else tries to

Auto lock access the specified "protected applications”. More details

[ about the protected application can be found on the next
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Screenshot #4

In “Code” page (Screenshot #4) you can change the secure code, which can be up to 7
characters long. The default secure code is 0000. To change the existing code, follow the steps

as shown on the screen:

Enter old code

Enter new code

Confirm new code

Press Done to apply the new code
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Protected Applications and Auto lock interval
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Screenshot #5

Device locked

Enter lock code;

Screenshot #8

Select Protect Applications from the main menu (Screenshot #5) to select the application/s
you want to protect (Screenshot #6). The device lock turns on when you or someone else tries

to access the specified "protected applications".

Select Auto lock interval from the main menu (Screenshot #5) to specify the inactivity time
interval parameter for the Automatic lock (Screenshot #7).
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Screenshot #6

Screenshot #7

When your device is locked you will see the dialog on Screenshot #8. If your device is locked
because of protected application you can go back to the main menu of your phone by pressing
Back. If your device is locked at power on or because of inactivity there is no Back soft key and
the dialog will persist on the screen until you enter the valid unlock code.
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FAQ

Q1: The application cannot be installed on the removable media (memory card). Why is that?
Al: Allowing the application to install on removable drives leads to secure problems. While the application's purpose is to lock personal data,

removing the installation drive causes the device unlocking.

Q2: Can an unauthorized person uninstall the application and get an access to the protected content?

A2: Yes. That is why we recommend you to make the “App. Manager” and “Installer” protected applications. By this way if somebody tries to
install/uninstall something on your phone he/she will be asked for the lock code.

Q3: On the first use the Advanced Device Locks asks me for a lock code. Which code should I use?
A4: The default code is 0000. It is strongly recommended to change this code upon the first use of the product.
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